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FOREWORD
Data: it’s absolutely everywhere. In the enterprise, 
every IT action – online or offline – creates a multitude 
of data points. However, in a business landscape 
where decisions need to be qualified and ROI must 
be quantified, enterprises who’ve gone mobile aren’t 
capitalizing on the rich insight provided by the hordes  
of information now available.

Now that companies of all sizes are implementing  
mobile device initiatives or have already gone fully in that 
direction, harnessing insights to best understand worker, 
hardware, and software productivity and efficiency will  
be the differentiator for businesses looking to make  
mission-critical decisions and eliminate downtime. 

This report will drill down into the challenges faced by IT 
executives who have limited or no visibility into their mobile 
device data, including apps and network usage, and how 
that’s slowing down productivity for the workforce as well  
as occupying large swaths of the tech department’s budget.
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INSIDE THE NUMBERS
Enterprise Mobility Exchange launched a four-week survey to test the pulse of the data  
visualization market, and what types of processes and workflows were being used by IT chiefs  
across all industries. The findings show a bleak picture into the world of formulating business  
insights and intelligence from readily available data.

(FIGURE 2) 
HOW MANY CORPORATELY-OWNED DEVICES ARE BEING UTILIZED IN YOUR ENTERPRISE?

(FIGURE 1) 
WHICH INDUSTRIES TOOK PART IN THIS SURVEY?

Government:  26%

Healthcare:  19%

Education:  11%

Financial Services:  9%

Insurance/Legal:  9%

Technology:  7%

Energy, Oil & Gas:  5%

Hospitality:  5%

Other:  5%

Manufacturing:  2%

Retail:  2%

(FIGURE 3) 
DOES YOUR ENTERPRISE HAVE 
VISIBILITY INTO ITS MOBILE DEVICES?

(FIGURE 4) 
ARE YOU USING A BI  
MONITORING SYSTEM?
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CHALLENGES IN CAPTURING  
BUSINESS INTELLIGENCE
With every technological advancement in 
the enterprise comes a new set of processes, 
deployments, policies, and budget allocation. 
Adopting a new initiative – mobile devices for field 
workers specifically – brings with it a tech stack of 
purchases and deployments from hardware costs 
to new legal guidelines, mobile management and 
security software and education for employees.

So why would an IT department, acting as the 
primary line of business for this major mobile  
spend, not protect its assets and have as much 
insight into its data as possible?

Three out of every four IT executives admitted their 
departments are relying on self-reporting for data 

visibility in their mobile devices, the apps that  
are used, and the networks that are accessed 
(Figure 5), and just half of respondents said 
diagnostic information from mobile devices is being 
leveraged for business intelligence (Figure 6).

According to VDC Research, for each percentage 
point increase in downtime, a five percent increase 
in cost of ownership of a mobile solution surfaces in 
return, without taking into consideration the impact 
on customer service and potential for lost revenue. 
“This is really about (real time) visibility and the agility 
to respond to and fix problems,” said David Krebs, 
Executive Vice President at VDC Research. “Poorly 
performing networks, applications, and/or downtime 
can have a detrimental impact on operations.”

(FIGURE 5) 
ARE YOU CURRENTLY USING A BUSINESS INTELLIGENCE  
MONITORING SYSTEM FOR MOBILE DEVICES?

(FIGURE 6) 
DOES YOUR ENTERPRISE LEVERAGE DIAGNOSTIC INFORMATION EXTRACTED  
FROM MOBILE DEVICE USE FOR BUSINESS INTELLIGENCE AND TROUBLESHOOTING?

No 88%

12%Yes

50% 50%

Yes No
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The challenges faced by enterprises who can’t  
see the data being built in their mobile devices 
create a silo and in return get a lack of due diligence 
for business-critical functions. The untapped data 
goes beyond battery usage and lost devices; IT 
departments have no way of seeing in real time 
which public networks are being accessed by 
their field employees, malware or other malicious 
properties infiltrating their corporate network,  
or how individual applications on those devices  
are performing.

Nearly six-in-10 enterprises say they have zero 
visibility into mobile devices when accessed  
outside the company firewall (Figure 7).  

On top of that, 74% of respondents have no way  
to diagnose or troubleshoot employee devices  
using networks not owned by the company. The 
majority of enterprise IT departments have no  
way of seeing which networks their employees  
are accessing or how to help field workers when  
issues arise. The amount of downtime gained  
and productivity is too much to quantify.

How can decision makers justify additional 
expenditures for lost devices, crashed operating 
systems, or defending security breaches when  
they can’t point to a specific use case? Reacting  
to mobile device issues takes up far more time and 
budget than proactively curbing issues in real time.

(FIGURE 7) 
DO YOU HAVE VISIBILITY TO APPLICATIONS AND NETWORKS BEING UTILIZED  
BY YOUR MOBILE WORKERS OUTSIDE OF YOUR CORPORATE FIREWALL?

No 42%

Yes 58%
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RAISING THE BUSINESS IQ

That’s the impact of visualizing mobile data and 
having the proper processes in place to gain 
insights for enhanced business intelligence.

Some portion of the enterprise IT budget in  
2016 was spent on unused, lost, or broken mobile 
devices, according to the survey (Figure 8).  
More than 15% of enterprises, however, were 
spending 10% or more of the IT budget on fixing 
those issues because they didn’t have the data 
analysis to easily locate or troubleshoot issues  
that lead to such problems.

Troubleshooting occurs when a problem 
has already taken place. If an employee is in 
troubleshooting mode with any aspect of their 
mobile device, they’re likely not accomplishing any 
kind of noticeable work-related activities, while also 
taking up time from an administrator or product 
manager to fix the issue, detracting that IT worker 
from their original task. One mobile issue could 
lead to diminished productivity for two employees 
simultaneously – truly the last scenario a business 
wants to see.

Intelligent enterprise decisions 
are made not by instinct, but 
by insight. The more facts 
presented to those in positions 
of power, the higher the overall 
business IQ becomes. 

Picture having a single tool that 
can automatically and instantly 
access real-time data in motion 
and at rest, and being able 
to use those insights to make 
alterations to software, locate 
lost hardware, and defend 
corporate data from hackers.

(FIGURE 8) 
WHAT PERCENTAGE OF IT BUDGET WAS SPENT  
ON UNUSED, LOST OR BROKEN DEVICES IN 2016?

1 - 9%  84%

10 - 19%  14%

20%+ 3%
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The companies who claim self-reporting is 
providing proper business insights aren’t seeing  
the full picture, either.

“It really comes down to agility and also ability  
to effectively diagnose – and fix – the problem. 
Self-reporting – while cost effective for non-mission 
critical applications – runs counter to the significant 
investments organizations are making in their 
enterprise mobility solutions,” Krebs said.

Mobile security in the enterprise is paramount, 
there’s no debating that. So when a field  
employee taps into an unsecure Wi-Fi network  

or loses the device hundreds or even thousands  
of miles away from the office, corporate data  
is now open for the taking.

All surveyed enterprises recorded at least one 
mobile security incident in 2016 (Figure 9), but 
21% claimed they were faced with six or more 
enterprise-wide security issues in the last 12 
months. Having full visibility into mobile device 
data isn’t just about seeing real-time issues and 
correcting them, but giving IT the opportunity to 
flag attack patterns across the entire mobile threat 
landscape, again working in a proactive manner.

(FIGURE 9) 
HOW MANY MOBILE SECURITY INCIDENTS HAS  
YOUR ENTERPRISE RECORDED IN THE LAST YEAR?

79% 11% 5% 5%

1 -5% 6 - 10% 11 - 20% 21%+

THE ROAD AHEAD
Where does the enterprise go from here? 
Intelligently procuring data and using it to make 
business-critical decisions ultimately saves time 
and money for not just the IT department, but the 
company as a whole.

“Mobile solutions are not new to the enterprise,” 
Krebs said. “However, their use cases are becoming 
increasingly sophisticated and integrated with 
mobile workers’ workflows and the myriad of digital 
initiatives that enterprises are tackling. As these 
mobile solutions become more critical in their 
support of operations and customer engagement, 
the need to monitor their performance only 
increases. Thus, having visibility into device, 
application, and network performance and being 

able to respond to issues or interruptions in as real 
time as possible, is only increasing in importance.”

Now that your enterprise has undergone its mobile 
transformation, it’s time to make the most out 
of device habits and create measurable results 
with actionable data. Sitting before a single, fully 
customizable dashboard with access to device 
health monitoring, Wi-Fi security, geolocation, 
software and application operations will create 
a streamlined approach for the IT administrators 
overseeing tens of thousands of mobile devices.

Device data visibility turns insight into intelligence, 
and creates a mobile-first initiative enterprises can 
depend on.
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SPONSOR SPOTLIGHT

NetMotion Mobile Performance Management software delivers an unparalleled mobile user experience, 
and increases operational efficiency and end-user productivity. Thousands of enterprises around the  
world depend on the company’s solutions to deliver traffic optimization, adaptive policies, performance 
analytics and diagnostics, and security for their mobile workforces.

The NetMotion software suite is a proven solution for helping you overcome the problems that enterprises 
routinely encounter during mobile initiatives.

NetMotion has received numerous awards for its technology and customer support. The company 
consistently receives an impressive customer satisfaction Net Promoter Score (NPS) of 91, significantly 
exceeding NPS averages in the technology and telecom industries. The company is headquartered in 
Seattle, Washington. Visit www.netmotionsoftware.com to learn more about how NetMotion can help  
you accelerate your mobile enterprise.

Real-time visual troubleshooting, analytics and alerting for mobile environments. NetMotion Mobile 
IQ®, designed for IT and Security Operations teams, transforms mobile data into actionable insights in 
customizable dashboards. Visualize field operations in real-time, receive proactive alerts, and keep your 
mobile workforce productive. With Mobile IQ, enterprises get intelligent data analysis to make fast, effective 
operational decisions, analyze security threats, and effectively support mobile employees. Evaluate user 
experience and troubleshoot devices operating inside and outside the corporate firewall, across any  
Wi-Fi and cellular network. 

NetMotion Diagnostics® lets IT teams and business managers diagnose connectivity-related problems 
real-time, whether on the mobile device, GPS unit, corporate servers, or across any of the private or public 
networks being used. It dramatically speeds resolution of issues with remote devices to ensure mobile 
users stay productive. Diagnostics can also export mobile information and event data to Mobile IQ  
or other SIEM and BI systems for extending their visibility and value outside the firewall.

When business runs on mobile, every connection is critical.  NetMotion Mobility® is an intelligent solution 
that not only secures connections and data, but enhances and optimizes network connectivity to 
ensure business-critical applications are always accessible. It is the component of NetMotion’s Mobile 
Performance Management solution that accelerates, optimizes and secures all mobile device traffic 
supporting any network, application or operating system.
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ABOUT ENTERPRISE  
MOBILITY EXCHANGE
Enterprise Mobility Exchange is an online community for 
global mobility professionals and business leaders who 
are leveraging mobile technology and services to improve 
operational efficiency, increase customer acquisition  
and loyalty, and drive increased profits across the  
entire enterprise. 

At Enterprise Mobility Exchange we’re dedicated to providing 
members with an exclusive learning environment where 
you can share ideas, best practices and solutions for your 
greatest mobility challenges.

You will receive expert commentary, tools and resources 
developed by experienced mobility professionals and 
industry insiders. With a growing membership and global 
portfolio of invitation-only meetings, Enterprise Mobility 
Exchange ensures you keep your finger on the pulse by 
delivering practical and strategic advice to help you  
achieve your business goals.

JOIN THE DISCUSSION 
ON SOCIAL MEDIA!

ENTERPRISE

EXCHANGE
MOBILITY

Security West Coast 

ENTERPRISE

EXCHANGE
MOBILITY

Healthcare

The Enterprise Mobility Exchange team focuses on 
providing quality editorial content, forward-looking 
insight, in-depth analysis, and thought leadership to its 
global audience of IT executives across all industries.

J Dorene Rettas 
Head of U.S. 
dorene.rettas@enterprisemobilityexchange.com

J Jason Koestenblatt 
Editor-in-Chief 
jason.koestenblatt@enterprisemobilityexchange.com

J Karen Tramposch 
Marketing Manager 
karen.tramposch@enterprisemobilityexchange.com

J Cardell Henderson 
Senior Account Manager 
cardell.henderson@enterprisemobilityexchange.com

J Kelvin Rivera  
Senior Global Account Executive 
kelvin.rivera@enterprisemobilityexchange.com

https://www.facebook.com/EnterpriseMobilityExchange
http://www.youtube.com/channel/UCc2M4wbfs3dw13WeUDona3g?sub_confirmation=1
https://plus.google.com/113587413198417664957/videos
https://www.linkedin.com/groups/Enterprise-Mobility-Exchange-IT-Field-128705
https://twitter.com/mobilityxchange
http://www.enterprisemobilityexchange.com/join
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